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CLAIM LISTING 

Amendments to the claims are reflected in the following listing, which replaces any and 
all prior versions and listings of claims in the present application: 
Amendments to the Claims; 

1 . (Currently Amended) A smartcard transaction system configured with a 

biometric security device, said system comprising: 

a smartcard configured to communicate with a reader, wherein said.reader 
configured to communicate with said system; 

on integrated oircuit d e vic e disposed within said smartcard and configur e d 
to communicat e with said r e ad e r, said integrated circuit dovioo comprising a common 
application and a s e cond application, said second application being configur e d to 
store travel - related information ascociat e d with a cardholder; 

said second applica t ion comprising a common file otruoturo and a partn e r 

fil e structur e , wh e r e in said partncfr4ilo structur e provides writ e aoooso to a fiold within 
oaid partner file structur e for a first partnering organization and d e nies write access to 
said fiold for a oocond partnering organization, and said common file otruoturo 
provid e s writo qocogs for said first partnering organization ond said second partnering 
organization to file in said common file otruoturo; 

a smellprint sensor configured to detect a proffered smellprint sample to 
generate data representing said proffered smellprint sample , said smellprint sensor 
configured to communicate with said system; said system configured to use said data 
representing said proffered smellprint sample as a variable in an encryption 
calculation to secure at least one of user data and transaction data: and, 

a device configured to verify said proffered smellprint sample to facilitate 
a transaction ba s e d on at l e ast ono of said partner file structur e and Gaid common filo 
struoturo . 

2. (Original) The smartcard transaction system of claim 1, wherein said 
sensor is configured to communicate with said system via at least one of a smartcard, 
a reader, and a network. 
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3 (Currently Amended) The smartcard transaction system of claim 1, 
wherein said system is configured to use said data representing said proffered 
smellprint sample as at least one of a private kev and a public kev to facilitate 
encryption security associated with said transaction, said portnor filo otruoturo onablos 
, said first partnoring organisation to program caid smortcord-Qfl a room lcoy . 

4. (Currently Amended) The smartcard transaction system of claim 1, 
wherein said system is configured to use said data representing said proffered 
smellprint sample in generating a message authentication code smollprint - - s e nsor i s 
configur e d to log at l e ast on e of a det e cted s mellprint - somplo, proooosod sm e llprint 
sampl e and stor e d sm e llprint sample . 

5. (Original) The smartcard transaction system of claim 1, further including 
a database configured to store at least one data packet, wherein said data packet 
includes at least one of proffered and registered smellprint samples, proffered and 
registered user information, terrorist information, and criminal information. 

6. (Original) The smartcard transaction system of claim 5, wherein said 
database is contained in at least one of the smartcard, smartcard reader, sensor, 
remote server, merchant server and smartcard system. 

7. (Currently Amended) The smartcard transaction system of claim 7_6, 
further comprising an integrated circuit device disposed within said smartcard and 
configured to communicate with said reader, said integrated circuit device comprising 
a common application and a second application, said second application being 
configured to store travel-related information associated with a cardholder: and 

said second application comprising a common file structure and a partner file 
structure, wherein said partner file structure provides write access to a field within 
said partner file structure for a first partnering organization and denies write access to 
said field for a second partnering organization, and said common file structure 
provides write access for said first partnering organization and said second partnering 
organization to file in said common file structure: 

said first partner file s tructure configured to store card-holder preferences relating 
to at least one of rental cars, hotel reservations, and air travel 
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said partner file structure further configured to enable said first partnering 
organization to program said smart card as a room key. 

wh e r e in said romoto - databas e is configur e d - - to - bo operated - by on authorized 
samplo roooivor. 

8. (Original) The smartcard transaction system of claim 1, wherein said 
smellprint sensor device is configured with at least one of an electronic sensor, 
chemical sensor, gas chromatograph, spectrometer, conductivity sensor and 
piezoelectric sensor. 

9. (Original) The smartcard transaction system of claim 1, wherein said 
smellprint sensor is configured to detect and verify smellprint characteristics using at 
least one of statistical, ANN and neuromorphic techniques. 

10. (Original) The smartcard transaction system of claim 1, wherein said 
smellprint sensor is configured to detect and verify smellprint characteristics 
including molecular structures, chemical compounds, temperature, mass differences, 
pressure, force and odorants. 

1 1 . (Original) The smartcard transaction system of claim 1 , wherein said 4 
smellprint sensor device is configured to detect false odorants, man-made smells, 
abnormal odorants and body heat. 

12. (Original) The smartcard transaction system of claim 1, further including 
a device configured to compare a proffered smellprint sample with a stored smellprint 
sample. 

13. (Original) The smartcard transaction system of claim 12, wherein said 
device configured to compare a smellprint sample is at least one of a third-party 
security vendor device and local CPU. 

14. (Original) The smartcard transaction system of claim 12, wherein a stored 
smellprint sample comprises a registered smellprint sample. 

15. (Original) The smartcard transaction system of claim 14, wherein said 
registered smellprint sample is associated with at least one of: personal information, 
credit card information, debit card information, savings account information, 
membership information, PayPal account information, Western Union Account 

AmExp 200501327 4 

PAGE 5/16 * RCVD AT 1 2/812006 10:39:43 AM [Eastern Standard Time] * SVR:USPT0-EFXRF-3/1 2 * DNIS:2738300 * CSID:602 382 6070 * DURATION (mm-ss):04-58 



DEC 08 2006 07:40 FR SNELL WILMER PHX 2 G02 382 6070 TO 815712738300 P 

Appl. No. 10/710,326 , 
Attorney Docket No. 70655.2400 

information, electronic bill payment information, automatic bill payment information 
and loyalty point information. 

16. (Original) The smartcard transaction system of claim 15, wherein 
different registered smellprint samples are associated with a different one of: 
personal information, credit card information, debit card information, savings account 
information, membership information, PayPal account information, Western Union 
Account information, electronic bill payment information, automatic bill payment 
information and loyalty point information. 

17. (Original) The smartcard transaction system of claim 15. wherein a 
smellprint sample is primarily associated with first user information, wherein said 
first information comprises at least one of personal information, credit card 
information, debit card information, savings account information, membership 
information, PayPal account information, Western Union Account information, 
electronic bill payment information, automatic biU payment information and loyalty 
point information, and wherein a smellprint sample is secondarily associated with 
second user information, wherein said second information comprises at least one of 
personal information, credit card information, debit card information, savings account 
information, membership information, PayPal account information, Western Union 
Account information, electronic bill payment information, automatic bill payment 
information and loyalty point information, and wherein said second user information 
is different than said first user information. 

18. (Original) The smartcard transaction system of claim 1, wherein said 
smartcard transaction system is configured to begin authentication upon verification 
of said proffered smellprint sample. 

19. (Original) The smartcard transaction system of claim 1, wherein said 

* 

smartcard is configured to deactivate upon rejection of said proffered smellprint 
sample. 

20. (Currently Amended) The smartcard transaction system of claim 1, 
wherein said system is configured to use said data representing said proffered 
smellpr int sample as a message authentication code and as at least one of a private 
key and a public k ey to secure at least one of user data and transaction data, first 

4 
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partee r file structure includ e s card holder pr e f o r o nco o rotating to at l e ast on e of rental 
cars, hotel reservations, and air trav e l . 

21. (Currently Amended) The smartcard transaction system of claim 1, 
wherein said device configured to verify is configured to facilitate substantially 
simultaneous access to goods and initiation of authentication for a subsequent 
purchase of said goods at l e ast two of acc e ss to a product, activation of a device, a 
financial transaction, and a non financial transacted. 

22. (Original) The smartcard transaction system of claim 1, wherein said 
device configured to verify is configured to facilitate the use of at least one secondary 
security procedure, 

23. (Currently Amended) A method for facilitating biometric security in a 
smartcard transaction system comprising: proffering a smellprint to a smellprint 
sensor communicating with said system to initiate verification of a smellprint sample 
for facilitating authorization of a transaction; 

generating data representing said proffered smellprint sample: and 

using said data representing said proffered smellprint sample as a variable in an 
encryption calculation to secure at least one of user data and transaction data, based 

» 

on ot l e ast one of - a - partnor filo structur e and a common file otruoturo stor e d on a 
smartcard having an integrated circuit dovico comprising a common application and a 
second applica t ion, said s e cond application being configur e d to stor e travel rolatod 
information - Q9oo ciatod with a cardholder; 

said s e cond application oompriomg said common filo Gtructur o and said partner 
filo s t r ucture, wher e in said partner file str u cture provide s write aoooo s-t o a fi e ld within 
said partner filo structure for a first partn e ring organization and d e ni e s write access to 
said field for a second partnering organization, and said common fil e otruoturo 
provides writo acc e ss for said first partn e ring organizati o n and said sooond - partnering 
o rganization to a filo in s aid common filo structure . 

24. (Original) The method for of claim 23, further comprising registering at 
least one smellprint sample with an authorized sample receiver. 
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25. (Original) The method of claim 24, wherein said step of registering 
further includes at least one of: contacting said authorized sample receiver, 
proffering a smellprint to said authorized sample receiver, processing said smellprint; 
to obtain a smellprint sample, associating said smellprint sample with user 
information, verifying said smellprint sample, and storing said smellprint sample 
upon verification. 

26. (Original) The method of claim 23, wherein said step of proffering 
includes proffering a smellprint to at least one of an electronic sensor, chemical 
sensor, gas chromatograph, spectrometer, conductivity sensor and piezoelectric 
sensor. 

27. (Original) The method of claim 23, wherein said step of proffering further, 
includes proffering a smellprint to a smellprint sensor communicating with said 
system to initiate at least one of: storing, comparing, and verifying said smellprint 
sample. 

28. (Currently Amended) The method of claim 23, further co m prising using 
said data representing said proffered smellprint sample as at least one of a private 
key, a public key, and a message authentication code to facilitate transaction security 
measures whoroin s aid st e p of proffering a sm e llprint to q cmoHprint sensor 
communicating w it h said system to initiato vorification farth e r inoludoG processing 
database information, wherein aaid databas e information ia - oontained in at tenet one 
of a smartcard, - s m artoard r e ader, sensor, romoto s e rv e r, merchant server ■ an d 
smartoard s yst e m . 

29. (Currently Amended) The method of claim 23, further comprising using • 
said data representing said proffered smellprint sample in generating a message 
authentication code and as at least one of a private kev and a public kev wherein said 
step of proffering a smellprint to a smellprint sensor communicating with said system 
to initiate verification further includes comparing a proffered smellprint sample with 
a stored smellprint sample. 

30. (Currently Amended) The method of claim 23 39. wherein said step of * 
proffering a smellprint to a smellprint sensor communicating with said system to 
initiat e verification further otop of enmponnp includes comparing a proffered . 
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smellprint sample to a stored smellprint sample by using at least one of a third-party 
security vendor device and local CPU. 

3 1 . (Currently Amended) The method of claim 30_39, wherein said step of 
comparing includes comparing smellprint characteristics using at least one of 
statistical, ANN and neuromorphic techniques. 

32. (Original) The method of claim 23, wherein said step of proffering a 
smellprint to a smellprint sensor communicating with said system further comprises 
using said smellprint sensor to detect at least one of false odorants, man-made smells, 
abnormal odorants and body heat. 

33. (Currently Amended) The method of claim 23, further comprising using 
said data representing said proffered smellprint sample to facilitate substantially 
simultaneous access to goods and initiation of authentication for a subsequent 
purchase of said goods wh e rein said 3t e p of proff e ring a sm e llprint to a sm e llprint 
s ensor communicating with said system to initiat e v e rification furth e r includ e s - at l e ast t 
ono of dotooting, processing and storing at loast ono Gooond - proff e red - sm e llprint 
sample . 

34. (Original) The method of claim 23, wherein said step of proffering a 
smellprint to a smellprint sensor communicating with said system to initiate 
verification further includes the use of at least one secondary security procedure. 

35. (Currently Amended) A method for facilitating biometric security in a 
smartcard transaction system comprising: 

detecting a proffered smellprint sample at a sensor communicating with said 
system; 

generating data representing the proffered smellprint sample; 

using said data representing the proffered smellprint sample as a variable in an 
encryption calculation to secure at least one of user data and transaction data; 

verifying the proffered smellprint sample; 

authorizing a transaction to proceed upon verification of the proffered smellprint 
sample.^and 
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aooessing at least on e of a partnog-filo -structure and a common file structure stored 
on a smartcard having an int e grat e d oircuit d e vic e comprising a - common applicatio n 
and a s e cond application, said s e cond application being configur e d- to Gtoro travol 
related information associated with a cardholder; . 

saids e cend applioation comprising - said common file structure and Gaid partner 
file s tructur e ., wh e rein said partn e r fil e structur e provid e s writ e acc e ss to a fi e ld within 
said partner fil e structure for a first partnering organization and deni e s writ e acc e ss to 
said fi e ld - for - a-s e eoft<^ - paffei e rin g - organization, and said common fil e structur e 
prov i do s -writo aoocao for oaid firot partnering organ i zat i o* »- and said s e cond partnering 
organization to a file in said common file structure. 

36. (Currently Amended) The method of claim 35, further comprising 
accessing at least one of a partner file structure and a common file structure stored on 
a smartcard having an integrated circuit device comprising a common application and 
a second application, said second application being configured to store travel-related 
information associated with a cardholder: and 

said second application comprising said common file structure and said partner 
file structure, wherein said partner file structure provides write access to a field within 
said partner file structure for a first partnering organization and denies write access to 
said field for a second partnering organization, and said common file structure 
provides write access for said first partnering organization and said second partnering 
organization to a file in said common file structure. 

whoroin said st e p of d e t e cting furth e r includ e s d e teoting a proff e r e d sm e llprint at 
a s e nsor configured to communicate with oaid syst e m via at least one of a smartcard, 
reader, and network. 

37. (Original) The method of claim 35, wherein said step of detecting a 
proffered smellprint includes detecting a proffered smellprint at least one of an 
electronic sensor, chemical sensor, gas chromatograph, spectrometer, conductivity 
sensor and piezoelectric sensor. 

38. (Currently Amended) The method of claim 36 35. further comprising 
updating card-holder preferences relating to at least one of rental cars, hotel 

» 

reservations, and air travel is said first partner file structure. 
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39. (Currently Amended) The method of claim 36 35, further comprising 
writing to at least one of said partner file structure and said common file structure to 
program said smartcard as a room key. 

40. (Currently Amended) The method of claim 35, further comprising using 
said data representing said proffered smellprint sample as at least one of a private 
key, a public key, and a message authentication code to facilitate transaction security 
measures- wh e r e in said stop of dotooting furth e r includes logging oaoh proff e r e d 
omollprint sampl e. 

41. (Cun-ently Amended) The method of claim 35, further comprising using 
said data representing said proffered smellprint sample in generating a message 
authentication code and as at least one of a private kev and a public ke y wh e r e in said 
step of d e t e cting furth e r in e ludoa at least ono of proc e ssing and storing at loaot ono 
second profforod smollprint oomplo . 

42. (Original) The method of claim 35, wherein said step of detecting further 
includes using said smellprint sensor to detect at least one of false odorants, man- 
made smells, abnormal odorants and body heat. 

43. (Original) The method of claim 35, wherein said step of verifying 
includes comparing a proffered smellprint sample with a stored smellprint sample, 

44. (Original) The method of claim 43, wherein said step of comparing a 
proffered smellprint sample with a stored smellprint sample comprises storing, 
processing and comparing smellprints using at least one of statistical, ANN and 
neuromorphic techniques. 

45. (Original) The method of claim 43, wherein comparing a proffered 
smellprint sample with a stored smellprint sample includes comparing a proffered 
smellprint sample with a biometric sample of at least one of a criminal, a terrorist, 
and a cardmember. 

46. (Currently Amended) The method of claim 35, further comprising using 
said data representing said proffered smellprint sample to facilitate substantially t 
simultaneous access to goods and initiation of authentication for a subsequent 
purchase of said goods wherein oaid atop of v e rifying includ e s verifying a profforod 
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smollprint sampl e using information contain e d on at loast on e of a local - databas e ^ 
remote databas e , and a third - party oontrollod database . 

47. (Original) The method of claim 35, wherein said step of verifying 
includes verifying a proffered smellprint sample using one of a local CPU and a third- 
party security vendor. 
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